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Abstract: Some new ideas are presented for the improvement of the known QKD protocols and their application to 
an Internet environment. The ful automatization of a technological setup is considered, as a result of the property 
of most basic QKD protocols to have the appearence of step by step algorithmic procedures and thus to offer 
themselves to materialization as computer code applications. This is the basis for the creation of a computer 
network connecting various users to be developed, working as an expert system and making decisions on the best 
strategy to recognize and counter especially dangerous eavesdropper attacks. The use of robotic technology, 
knowledge based simulation of the most dangerous and complicated attacks, game theory and neuronic networks 
to make these decisions permits the system to adapt its behavior in the face of adverse situations. 
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1. Introduction 
Security on the Internet is a big issue of today[1 – 36], 
in the days of prosprctive wireless communications, 
business transactions, e-learning, e-government, e-
health etc. The application of QKD methods and 
protocols is a new arrival to the networks of today[2], 
[36] (and references therein). 
The authors have done work on Key Creation and 
Distribution both by classical methods (Chaotic 
Dynamic Systems Behavior for Random Number 
Generation) [1], [3], [4], [19], as well as in QKD 
applications [2], [3], [4]. 
A QKD protocol is essentially an algorithm, having a 
finite number of well defined logical steps. Most 
decisions, about the validity and security of each 
distributed key, about the quantity of information 
possibly obtained by potential eavesdroppers, about 
the interruption of the process and the repetition under 
better conditions, are taken based on straightforward 
numerical calculations. With the help of suitable 
hardware and software, all such processes may be 
made to work completely automatically, without the 
intervention of the human users, except to compose 
and send the messages as in ordinary e-mail. 
 

 
Such an advance in the state of the art of QKD would 
be by itself welcome, since most users of the Internet 
are not and should not be concerned with quantum 
mechanics and the technology involved. The 
automatization, with the added simplicity, ease of use 
and speed offered along with traditional QKD security 
should be motivation enough for the idea to be worth 
to offer to today’s security thirsty market.  
The biggest problem is that QKT protocols, being at 
this experimental stage rather complicated and 
cumbersome, relying on sophisticated and expensive 
photonics technology and with little practical 
experience of their everyday application, are not yet 
by themselves too attractive for the Internet users. The 
situation is further complicated by the fact that all 
protocols so far, having been designed by 
experimental physicists, are not very well adapted to 
the peculiarities of the Internet applications. From the 
point of view of the network engineers, a peer – to – 
peer protocol like the ones offered today is not the 
ideal way to exploit the natural advantages of a large 
scale digital network environment, with its infinitely 
many and usually unknown to third parties pathways 
for communicating information from one point to 
another, or the possibility of using ‘proxies’, ‘decoys’ 
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or ‘avatars’ to break a message into parts and so 
propagate it through the labyrinth of the Internet with 
less probability of eavesdropping. 
At this stage, where the versatility and chaotic 
complexity of the Internet and the power of modern 
digital technology and know - how have the most to 
offer, where the decision making must be based on 
concrete facts backed up by fully provable 
calculations, the automatization of the QKD protocol 
to be used becomes essential. It is the only way in 
order to ensure that the decisions and countermeasures 
necessary for recognizing and countering specific 
dangerous attacks, so that the users’ communications 
will be as seamlessly and smoothly continued as 
possible, without compromising either the security or 
the utility of the services traditionally offered by the 
Internet. More so if the extension and expansion of 
these services is to be realized as envisioned by the 
designers of the Information Society of tomorrow. 
 
 
2. THE IDEA OF AN ADAPTIVE 
PROTOCOL. 
The automatization process is easy to realize with 
state of the art technology. The idea is described in 
detail in [2] and utilized in a protocol proposed in 
[36]. The references in [2] describe a variety of 
protocols and the application of the idea is more or 
less the same in every case. It is the utilization and 
exploitation of the advantages such a setup offers for 
Internet use. 
The fundamental facts are the following: Strangely 
enough, the Internet is considered to be a very unsafe 
environment for secure services. Especially so, if the 
services are offered in a wireless environment, where, 
by common wisdom, “everybody can and will listen 
in” on what others say or do and act on what he listens 
to, to his benefit and to the detriment of legitimate 
users. It seems that the simple fact that one has to 
know “where” to listen and “what” to listen for, if one 
is to make any sense out of the chaos of Internet 
communications, that escapes the average mind. If the 
potential eavesdropper is to eavesdrop at all, he must 
know beforehand the exact line of communication and 
use the appropriate attack to intrude upon it. It is here 
that an adaptive protocol may use the whole potential 
offered to elude and frustrate the opposition and 
maintain communication integrity, by making the 
necessary decisions and minimizing the information 
available to the eavesdropper to the point where it is 

essentially useless. The weapons of the defender’s 
arsenal, are to change the route or routes of 
information transfer, making it almost impossible for 
the eavesdropper to trace it. To break it down to many 
parts communicated by different routes and modes, so 
that it will be impossible for the eavesdroppers to get 
it all. To use proxies, decoy messages of indifferent 
content, using various obsolete and useless keys, 
effectively ‘spamming’ the opposition by the huge 
volume of nonessential traffic the illegitimate 
intruders will have to process in order to find the 
usable content of the real messages. To make use of 
‘security islands’ like the well known Intranet groups 
within the Internet so that in their collaboration with 
other distant groups they will extend their security 
where desired. By depriving the eavesdroppers of any 
indication of what exactly goes to whom exactly, a 
user in any form or capacity will be able to 
supplement his defense arsenal with the formidable 
weapons of deception and elusion. 
All this decision making goes beyond the simple 
‘continue or abort?’ question of a typical QKD 
protocol. It is essential that the decisions are based on 
solid facts and are being made in split – second real 
time, in order for them to be effective. The theory and 
technology in this decision making must be based on 
realistic and complete information on the methods and 
protocols of attack, something that may only be 
ensured by proper preparation. So it will be essential 
for the computer systems realizing the adaptive 
protocol, the ‘controllers’ of [2], to have the expert 
ability to recognize the form and danger of the attack 
and have solid criteria on how to counter it. This may 
be achieved by the extensive use of detailed 
simulations, so that the expert systems included in the 
controller network will be able to be taught 
beforehand of the various forms of attacks and to be 
able to learn from experience during everyday routine 
use and even training in new attack methods as they 
appear. 
This seems the only way to secure communications 
and business transactions through the Internet. It also 
seems obvious that a long way is to be traversed if the 
adaptive protocols are to have a practical application 
in the foreseeable future. The authors are very hopeful 
in this direction, considering it an essential part of the 
Internet of the future. 
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